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CATALOG DESCRIPTION 
 
Students examine the infrastructure and configuration of complex Linux-based networks 
as a basis for creating such a network.  The course includes implementing selected 
special servers in the network and testing various configurations for performance and 
security.  Students identify the vulnerabilities of a complex network, apply security 
controls, and troubleshoot problems in complex networks.  Ethical, legal, and 
professional conduct and security policy are discussed in the course. 
 
COURSE OBJECTIVES 
 
Upon completion of the course, students will be able to: 
 

1. Apply appropriate theory and design principles to the development of complex (n-
tiered) networks. 

2. Build complex networks using Linux servers for mixed environments (both Linux 
and Microsoft clients). 

3. Install selected networked application server software on Linux servers (e.g., 
email server). 

4. Explain vulnerabilities of Linux networks, the most prevalent threats to security, 
and the security controls used to defend networks. 

5. Perform a range of attacks in a closed, self-contained network laboratory. 
6. Correct the results of successful attacks. 
7. Implement controls to prevent or lessen the impact of attacks. 
8. Take positions on the ethical, legal, and other professional conduct expected of 

information security and assurance professionals. 
9. Create/modify network security policies for organizational environments. 

 
OUTLINE OF CONTENT 
 

1. Brief review of Linux networking fundamentals 
a. Client services 
b. Network services 
c. Storage and file-sharing services 

2. Design of n-tiered networks 
a. Network infrastructure 
b. Special servers 
c. Evaluation of various configurations of servers and clients 

3. Configuring basic services in the complex network 
4. Configuring major network services in the complex network 
5. Security administration practices 



a. Monitoring and auditing 
b. Continuity planning and disaster recovery 
c. Major attacks on Linux networks 
d. Detection and correction practices 
e. Controls 

6. Configuring network security 
a. Connectivity 
b. Firewalls, proxy servers, and Web services 
c. Honeypots 

7. Professional, ethical, and legal conduct 
8. Network security policies 

 
STUDENT ASSIGNMENTS, EVALUATION, AND GRADING 
 
Concept tests (25%) 

Biweekly tests allow the student to demonstrate their understanding of n-tiered 
network architecture, design principles, security concepts, and security 
administration. 

 
Laboratory exercises (25%) 

These exercises permit students to re-configure selected components of complex 
networks.  These exercises include security activities as well as troubleshooting 
problems in network configuration.  These activities require use of the NITA 
laboratory both in and outside of class time.  Exercises follow presentation of 
theory. 

 
Building the network (35%) 

Students will demonstrate their ability to install and configure complex networks 
that accomplish the goals established by the instructor.  This work will require 
one or more teams of students.  Students will resolve problems built into Linux 
networks to demonstrate their ability to deal with both network problems and 
security vulnerabilities. 

 
Network security administration plan (15%) 

As a capstone course requirement students must prepare a written plan for 
security an n-tiered Linux network for an organization approved by the instructor 
and present the plan to the class.  This plan must includes appropriate security 
policies that should be adopted by the organization.  This may be done 
individually or by teams of two students. 
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