May 2014 Phishing Report
The ninth PhishMe.com simulation I.T. sent via email began on May 28, 2014 and ran for 5 full days with
delivery to 972 staff emich.edu mailboxes. As can be seen by the chart below, at least 146 individuals were
tricked into entering their password.
Statistics also revealed that:
 76 were repeat victims
 22 were third time victims
 1 was a fourth time victim
 1 was a sixth time victim
 116 flagged the email as spam
 64 min. of education delivered for this Phish
 435 min. of education delivered since 6/2013
 94 victims responded in the first ½ hour
 137 victims responded in the first 8 hours
 139 victims responded on the first day
How it Worked
When the EMU recipient opened the email (see Phishing Email below) they were instructed to click on a
link if they wanted to carry over 40 additional hours of paid time off into the next fiscal year. This link
actually brought them to a fake landing page that looked like an EMU login page (see Landing Page below).
If they entered their username and password and clicked the "Log in" button or pressed the return key on
their keyboard, they were redirected to the education page to view a video.
Human Resources (HR) was inundated with phone calls about the email and 1 hour and 6 minutes after the
email was delivered, HR sent out the following message:
Urgent Notice - Fake email not sent by HR
You may have received a email earlier today that looks as if it was sent from the Human Resources
Department - it was entitled "time expiration notice." This is a fake email and it was not sent by the
HR Department. Please do not respond to it.
To check your vacation balance, please follow these instructions:
Go the Employee Self Service Center at my.Emich
From the Employee tab, select Leave Balances.
Before HR sent the email 120 people had already entered their password. Even more interestingly, after the
email was sent, 26 more people entered their password.
If after critically reviewing a message, you still cannot tell if a message is a phishing attack, ask peers or the
department that supposedly sent the message. In addition to all other options, the I.T. team is always willing
to help you sort out such issues. Contact the Help Desk at 734.487.2120.
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